HHD®OPMAITHOHHAA ITAMATKA JIVIA OBYYAROIHXCA JVIA PASMEIIIEHHA HA
ODHIIHA/IBHBIX HHTEPHET-PECYPCAX

C xaxabIM roJIoM MOJIOAEKU B MHTEPHETE CTAHOBUTHCSA OOJbIIE, a IIKOJbHUKUA OJHH W3 CaMbIX
aKTUBHBIX MoJb30BaTeneil Pynera. Mexay TeM, MOMHUMO OFpOMHOIO KOJIMYECTBA BO3MOKHOCTEH, UHTEPHET
HECeT U MpoOIeMbl. JTa MaMATKa T0JKHA TOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

Komnbiorepabie BUpychbl. KOMIIbIOTEpHBIN BUPYC — 3TO pa3HOBUIHOCTb KOMIBIOTEPHBIX ITPOTPAMM,
OTJIMYUTEITHHONH OCOOCHHOCTBIO KOTOPOM SIBJISETCSI CIOCOOHOCTh K Pa3MHOKEHHIO. B omonnenue x aTomy,
BUPYCHl MOTYT MOBPEIUTh WM TMOJHOCTbIO YHUYTOXHUTH Bce (ailibl W JaHHBIE, MOAKOHTPOJBHBIC
MOJIb30BATENI0, OT UMEHH KOTOPOTO OblIa 3alMylIeHa 3apaXeHHasl IPOTrpaMMa, a TaKKe MOBPEANUTH HITU JIaxke
YHUYTOXKUTH OINEPAlIOHHYI0 CHCTeMy €O BceMmu ¢aiiamu B 1eoM. B GonpIIMHCTBE CilydaeB
pacrpoCTpaHsIOTCS BUPYCHI Yepe3 UHTEPHET.

MeToabl 3a1IIUTHI OT BPEJOHOCHBIX IPOrpamMM:

1. Ucnonb3yit cOBpeMEHHbIE OINEpallMOHHBIE CUCTEMbI, UMEIOLIUE CEPbE3HbIH YPOBEHb 3alIUTHI OT
BPEIOHOCHBIX MTPOTPaAMM;

2. [loctosiHHO ycTaHaBnuBai nmauyT (HU(GPOBbIE 3aINIaTKU, KOTOPbIE aBTOMATHYECKH YCTaHABINBAIOTCS
C LENbI0 T0pa0OTKU IPOrpaMMbl) U Jpyrue OOHOBIEHHUS CBOEH omepalnnoHHOM cucteMbl. CkayuBail ux
TOJIBKO C o(uIIMaNIbHOTO caifta pa3padorunka OC. Ecnu cymiecTByeT pekuM aBTOMAaTHYECKOTO OOHOBIICHUS,
BKJIIOYH €rO;

3. Paboraii Ha cBOEM KOMIBIOTEpE IOJ IpaBaMHu IOJIb30BaTENsd, a HE aJMUHHUCTpaTopa. IDTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM WHCTAILTUPOBATHCS HA TBOEM MEPCOHATTLHOM KOMITBIOTEPE;

4. Hcnonme3ydl aHTHBHPYCHBIC IPOTPAMMHBIE IPOJYKTHI HW3BECTHBIX TPOU3BOJIUTENICH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pu3nMUecKuii JOCTYH K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIUIL;

6. Mcronb3yii BHENTHIE HOCUTENN MHPOPMALIMH, TaKue Kak Quienika, AMCK Win (ailn u3 mHTepHerTa,
TOJIBKO U3 TTPOBEPEHHBIX HCTOYHHUKOB;

7. He oTKpbIBaii KOMIIbIOTEPHBIE (DAIiIIBI, TOTYUEHHbBIE U3 HEHAACKHBIX HCTOYHUKOB. Jlaxke Te (hailibl,
KOTOpBIE MPHCIIaNl TBOW 3HAKOMBIH. JlydIle yTouHU y HETo, OTIIPABIISUII JIH OH TeOe UX.

Ceru WI-FI. Wi-Fi - aT0 He Buj nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JHIIb OpeH, Mapka. Ere
B 1991 ronmy Hunepnanjackas kommaHusi 3apeructpupoBana Openn "WECA", urto o00603Ha4ano
cnoBocouetanue "Wireless Fidelity", koTopslii mepeBoanuTcs Kak "GecrpoBoHAs TOYHOCTD'.

Jlo Haiero BpeMeHH JoIuia apyras abOpeBHarypa, KOTopas SBISIETCS TaKOW K€ TeXHOJOTHeH. ITo
ab06peBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha CTaHJIapT BhICIIEH 3ByKoBOM TexHuku Hi-
Fi, uto B mepeBojie 03HAUaeT "BhICOKAsi TOUHOCTD'.

Jla, OecruiaTHBIM MHTEPHET-I0CTYN B Kade, OTeNsIX U adpOonopTax SIBISETCS OTIIMYHONW BO3MOXHOCTBIO
BBIXO/Ia B WHTEpHET. HO MHOrMEe 3KCHepThl CUMTAIOT, 4TO oOmenoctymHabie Wi-Fi ceTu He SBISIFOTCS
0€301acHBIMH.

CoBeTbl 110 6€30I1aCHOCTH PaGOThI B 0011e10cTYNHbIX ceTsix Wi-fi:

1. He nepenaBaii cBoro n1uuyHyr0 uH(popmMainuto depe3 obmenoctynasie Wi-Fi cetu. PaGoras B Hux,
JKEIaTeIbHO HE BBOJUTH MAPOJIH JOCTYTA, JOTHHBI U KaKhe-TO HOMEpa,

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE IpOrpaMMBbl U OpaHaMayep. Tem cambIM Thl 00€30MacHIllb
ce0s OT 3aKa4yKu BUpPYycCa Ha TBOE YCTPOHCTBO;

3. IIpu ucnonwszoBanuu Wi-Fi otkmoun ¢pynkiuto "OOmwmii goctyn K ¢ainaM u npuntepam". JlanHas
GyHKIUS 3aKpbiTa MO YMOJIYAHHWIO, OJHAKO HEKOTOPHIE IOJb30BATENIM AKTUBUPYIOT €€ i yJnoOcTBa
MCIOJIb30BaHUs B paboTe uin ydeode;

4. He ucnonp3yit nyonmunasidi WI-FI nns mepegaum nWYHBIX JaHHBIX, HAampuUMep JUIsl BhIXOAAa B
COLIMAJIbHBIC CETH UITH B SJIEKTPOHHYIO TIOYTY;

5. Ucnone3yii Tonbko 3ammuinennoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-aapeca
BBOIM UMeHHO "https://";

6. B mobunsHOM Tenedone otkitoun pynkuuto "lloaxmouenne k Wi-Fi aBTomatnuecku". He nomyckait
ABTOMATHUYECKOTO TOJAKITIOUEHUs yCTpoicTBa Kk ceTsim Wi-Fi 6e3 TBoero cormnacusi.

Conuanbublie cetu. ColManbHble CETH aKTUBHO BXOJST B HAIy XKH3Hb, MHOTHE JIOJIU pabOTarOT U
KHUBYT TaM NOCTOsSIHHO, a B Facebook yxe 3aperucrpupoBaH MHLIMApi YENOBEK, YTO SIBISIETCS OJIHOM
CeIbMOM BCeX JKUTENeH IMiaHeThl. MHOTHE MOJIh30BaTeNd HE TTOHUMAIOT, YTO WH(GOpMAIIUs, pa3MelleHHas




MU B COLIMATIbHBIX CETSIX, MOXET ObITh Hal/IeHa U UCII0JIb30BaHA KEM YTOAHO, B TOM YHCIIE HE 00s3aTeNIbHO
¢ OaruMu HaMepeHHSIMH.
OCHOBHBIE COBETBI 110 0€30IaCHOCTH B COLUAIBHBIX CETAX:

1. Orpanuys criucok Apy3e. Y Te0s B Ipy3bsX HE JOJKHO OBbITh CIy4YailHbIX U HE3HAKOMBIX JIFOJEH;

2. 3amminai CBOO 4acTHYIO Ku3Hb. He yka3biBaii mapoiu, TeiaedoHsl, aapeca, 1aTy TBOETO POKIACHUS
U IPYTYIO JTUYHYI0 HHPOpPMAIHIO. 3I0yMBIIUIEHHUKA MOTYT MCIOIb30BaTh Jake HHGOPMAIUIO O TOM, KaK
Thl U TBOU POJUTENH IIJITAHUPYETE IPOBECTU KAHUKYJIbI;

3. 3amumiail cBOI pemyTaluio - AepkKH €€ B YUCTOTE U 3ajaBail cede BOMpOC: XOTeN Obl Thl, YTOOBI
JpyTHe MOoJIb30BaTeN BUIEIH, UTO Th 3arpy»kaeiib? [loaymaii, mpesx/ie ueM 4To-To OrnyoOJInKOBaTh, HAUCATh
U 3arpy3uTh,

4. Ecnau Thl TOBOPHUILB C JIFOAbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIIBHOE UMS U JIPYTYIO
JUYHYIO0 HH(POPMAIMU: UMsI, MECTO KUTEIBCTBA, MECTO y4eOBbl U IpoYee;

5. U36eraii pazmemenus ¢ororpaduii B IHTEpHETE, T/Ie ThI H300paKEH HAa MECTHOCTH, IO KOTOPOM
MOHO OIIPEAEIIUTh TBOE MECTOIOJIOKEHUE,

6. Ilpu peructpanu B CONUAIBHON CeTH HEOOXOAUMO UCIIOIB30BATh CIIOKHBIC TIAPOITH, COCTOSIIIIUE U3
OykB 1 LU(Dp U C KOJTMUECTBOM 3HAKOB HE MEHee §;

7. J1ns conanbHOM CeTH, MOYTHI U IPYTUX CAaWTOB HEOOXOAMMO MCIOJIB30BaTh pa3Hbie mapoiu. Torma
ecJii TeOsI B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH M1OJIy4aT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE JIeHbI'W. DJIEKTPOHHBIE JIEHBIH - 3TO OYEeHb YAOOHBIH CIOCOO MIaTeXel, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOTYUYUTh 3TH JCHBIH.

DNEKTPOHHBIE IEHbIY MOSIBUIIMCH COBCEM HEAABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHUX I'OCyAapCTBax J0
CUX IOp HE MPONUCAHO PO HUX B 3aKOHAX.

B Poccum sxe oHM ()yHKIIMOHUPYIOT M O HUX YK€ MIPOIHCAHO B 3aKOHE, TJIE UX Pa3/IeNISIOT Ha HECKOJIBKO
BHJIOB - aHOHUMHbBIE U HE aHOHUMHBbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3periaercs
MIPOBOJIUTH Onepanuu 0e3 UAeHTH(PHUKAINY TT0JIb30BaTelsl, 3 B HEAHOHUMHBIX WACHTU(UKAIUS IT0JIb30BATEIS
SBIIAETCS 0053aTENBHOM.

Taxoke cremyer pa3nuyaTh 3JIEKTPOHHBIC (DMATHBIE NEHBIU (PaBHBI TOCYAAPCTBEHHBIM BATIOTaM) H
3JIEKTPOHHBIC He(DUATHBIE ACHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM).

OcCHOBHBIE COBETHI 110 0€30MacHOI padoTe C 3JIEKTPOHHBIMH ICHbI AMM :

1. IlpuBsku K cueTy MOOUIIBHBIN TeseoH. DTO camblil yI0OHBIN M OBICTPBINA CIIOCOO BOCCTAaHOBUTD
nocTyt K cuery. [IpuBsi3anHbIil TeaedoH MOMOXKET, €clii 3a0y/IeIIb CBOU TIATEKHBIA MapoIh WK 3aieIIb
Ha CaliT ¢ HE3HAKOMOT'0 YCTPOMCTBA,

2. Ucnonw3yit ogqHopaszoBbie mapoiu. [locie nmepexoa Ha yCHIICHHYIO aBTOPHU3aIIUIO Te0e yxKe He OyIeT
YIPOXKaTh OMACHOCTh KPa)Xu WM MepexBaTa MIaTeKHOro MapoJis;

3. BeiGepu cioxHbIil maposs. [Ipectynaukam OyieT He IPOCTO yraaaTh CIOKHBIN napoiib. HamexHbie
MapoJx - ATO MAPOJIU, KOTOPBIE COJEPKAT HE MEHEe § 3HAKOB M BKJIIOYAIOT B C€0sl CTPOUHBIE U MPOMHCHbIE
OyKkBBI, IU(PPBI U HECKOIBKO CUMBOJIOB, TAaKM€ KakK 3HaK JoJuiapa, (yHTa, BOCKIMIATENbHBIN 3HAK U T.II
Hanpuwmep, $tROng!;;

4. He BBOAM CBOM JTMYHBIEC JJAHHBIE HA CANTAX, KOTOPHIM HE JIOBEPSECIIb.

DJIEeKTPOHHAsI MOYTA. DJIEKTPOHHAS I0YTa - 3TO TEXHOJIOTHS U MPEIOCTaBISIEMBbIE €0 YCIYyIH I10
MEPEChUIKE U TOIYYEHHIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPbIE PAaCHpENesitOTCS B KOMIBIOTEPHON CETH.
OO6b19HO AIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIIUT CJIE LY IOIIUM oOpazom:
UMs_TIOJIb30BaTENIA(@UMs_JTOMEHa. Takke KpoMme MepeJayd IpPOCTOro TEKCTa, HMEETCS] BO3MOKHOCTb
nepenaBath (Ganibl.

OCHOBHBIE COBETBI 110 0€30MacHOi padoTe € 3JIeKTPOHHOM MOYTOM

1. Hayo BbIOpaTh mpaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE ecTh OrpOMHBIN BBIOOP OecIaTHBIX
[IOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBBIN B PEUTUHTE;

2. He yxka3piBali B JMYHOM TMouTre JW4yHY0 HHGpopMauuto. Hanpumep, inydiie BbIOpaTh
"My3bIKaJIbHBIN (haHaT@" unu "pok2013" BmMecTo "Temal3",

3. Hcnonb3y#l ABYXSTAlHYIO aBTOPU3AIMIO. DTO KOT/Aa MOMHMO Mapoisi HY)KHO BBOAHWTH KO,
MpucChlUIaeMbIil T0 SMS;

4. BpiOepu cloXHBIM Taponb. s KakIOTO MOYTOBOTO SIIIMKA JIOJDKEH OBITh CBOM HaJEKHBIMH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;



5. Ecnu ecTh BO3MOKHOCTH HAIlUCATh CAMOMY CBOM JIMYHBIMA BOMPOC, UCIOIB3YH 3TY BO3MOXKHOCTb;

6. VMcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. lIepBbIN [UIsl 4acTHOM MNEPENUCKU C aapecaTaMy,
KOTOPBIM ThI JOBEpsiCIIb. ITO 3JIEKTPOHHBIN aJipec He HaJl0 UCTOIb30BaTh MPH perucTpanuu Ha popymax u
carax,

7. He oTkpbiBaii (haitsibl 1 ApyTHUe BJIOKEHUS B MUChMaX, JaXKe €CIIM OHU MPHUILIA OT TBOMX JIPY3€H.
Jlyurie yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3Tu (dailibl;

8. Ilocne okoH4aHUs PabOTHI HA MOYTOBOM CEPBHUCE MEPE 3aKPHITUEM BKJIAJKH ¢ CAaliTOM HE 3a0yab
HakaTb Ha "Bpriitn".

KuGepOy/iMHr WM  BHPTyaJibHOe WU3/IeBATEJbCTBO. KulOepOy/UIMHT -  MpeciieJOBaHHE
COOOIIEHUSIMU, COJCPIKAIIUMHU  OCKOPOJICHHSI, AarpecCcHio, 3allyTHMBaHHUE;, XYJIUTAHCTBO; COIHAILHOE
OOMKOTUPOBAHUE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE cOBeThI 10 00pble ¢ KHOepOYJJINHIOM:

1. He Opocaiics B 60ii. Jlyumuii crmoco0: MocoBETOBaTLCS Kak ce0s BECTH M, €CJIM HET TOro, K KOMY
MO>KHO 00paTUTHCSI, TO BHaYalle yCIOKOUThCA. Eciiy Thl HaUHeIIb 0TBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJIeHUS,
TO TOJIBKO e11ie OO0JIbIIe Pa30HIKETh KOH(IIHUKT,

2. YrpaBisii cBoel KubeppenyTamuei;,

3. A"HoHuMHOCTh B ceTu MHHMMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHHUMHBIM
aAKKayHTOM;

4. He cTouT BECTH XyJIMraHCKUI 00pa3 BUPTyasbHOU kU3HU. IHTEepHET PukcupyeT Bce TBOM JeicTBUSA
U COXpaHseT UX. Y JAINTh UX OyJeT KpaifHe 3aTpyAHUTEIBHO;

5. CobGuros1ail cBOIO BUPTYaIbHYIO YECTh CMOJIOJY;

6. UWrHopupyii enuHuuHbIi HeratuB. OJHOPA30Bble OCKOPOMTEIbHBIC COOOLICHMS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccHst MpeKpaliaeTcst Ha Ha4yaJlbHOW CTalnH,

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMH, B COLIMAJIBHBIX CETSIX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKH COOOIEHH C ONPEEICHHbBIX a/IpECOB;

8. Ecnu ThI cBUzieTENb KNOEpOyIIIMHTra. TBOM NEHCTBUS: BHICTYIIUTD IPOTUB IIPECIIEA0BaTENs], IOKa3aTh
€My, 4TO €ro JEHCTBUS OLEHUBAIOTCS HETaTUBHO, NOAJEPIKATh JKEPTBY, KOTOPOU HY’KHA IICUXOJIOTHYECKas
MIOMOIIIb, COOOIIUTH B3POCIIBIM O (DaKTe arpecCUBHOTO OBEJICHHS B CETH.

MoouabHblii TeedoH. CoBpeMeHHbIe cMapTHOHBI U IUIAHILIETHI COJepKaT B ceOe BIOJIHE B3POCIbIN
(YHKIMOHAJ, U TeTepb OHU MOTYT KOHKYPHUPOBATh CO CTAlMOHAPHBIMU KoMIbloTepaMu. OJIHaKO, CPEICTB
3alUThl IS MOJOOHBIX YCTPOMCTB IOKAa OY€Hb Majlo. TecTUpOBaHUE M MOHMCK YS3BUMOCTEH B HHUX
MIPOMCXOJIUT HE TaK MHTEHCUBHO, Kak Juis 1K, To ke camoe kacaeTcs 1 MOOMIIBHBIX MPHIIOKEHHH.

CoBpemMeHHbIE MOOMIIbHBIE Opay3epbl yXkKe MPakTHYEeCKH JOTHAJM HACTOJIbHBIE aHaJOrH, OJIHAKO
pacupenue (yHKIMOHAIA BI€YET 32 COO0H OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce IPOU3BOJUTENN BBITYCKalOT 0OHOBJIEHMUSI, 3aKPBIBAIOIINE KPUTUUECKUE YA3BUMOCTH JUISI
CBOUX YCTPOWCTB.

OcHoOBHBIC COBETHI LIl 0€30I1aCHOCTH MOOMJIBLHOIO Tesedona:

1. Huuero He siBiisieTCs MO-HACTOSIIIEMY O€CIITIATHBIM.

2. Byab octopoxeH, Beap korja tede mpenarairoT OecljaaTHbIH KOHTEHT, B HEM MOTYT OBITb
CKPBIThI KaKHe-TO IUIATHBIE YCIIYTH;

3. Hymaii, npexae yem otrpaBuTh SMS, ¢oto miun Buneo. Tol TOUHO 3HaelIb, IJ1€ OHU OYAYT B
KOHEYHOM UTOTEe?

4. Heo6x011umMo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(QOHa,

5. Wcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBbI 11 MOOMITBHBIX Telle()OHOB;

6. He 3arpyxail mpunokeHuss OT HEM3BECTHOIO HCTOYHMKA, BEAb OHU MOTYT COJEp’KaTh
BPEJIOHOCHOE MPOrpaMMHOE 0OecIieueHue;

7. [Tocne Toro Kak ThI BRIMICIIB C CaifTa, T/I€ BBOJWII JIMUYHYIO HH(OPMAITUIO, 3ali/T1 B HACTPOUKH
Opay3sepa u ynanu cookies;

8. Ileproanuecku npoBepsiii, KAKUE IUIATHBIE YCIIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEPE;

9. JlaBail cBoil HOMep MOOUIBHOTO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACllb U KOMY

JTOBEPSICIIIb,;



10. Bluetooth momkeH ObITH BBIKITIOUEH, KOTJa Thl UM HE ToOyb3yemibcs. He 3a0biBaii mHOTIA
MIPOBEPSITH 3TO.

Online wurpnl. CoBpeMEHHBIC OHJIAMH-UTPHI - 3TO KPaCOYHBIC, 3aXBaTHIBAIOIINE Pa3BICUYCHMUS,
O00BETMHSFOIINE COTHH THICSY YETIOBEK 10 BceMy Mupy. Urpoku uccienyoT JaHHbIA UM MHp, OOIITAFOTCS APYT
C IPYTOM, BBIMOJHSIOT 3aJJaHMsl, CPAKAIOTCA C MOHCTPAMHU U TMOJIYYalOT OMBIT. 3a YIOBOJILCTBUE OHHU ILIATAT:
MOKYTAIOT TUCK, OIJIAYMBAIOT a00OHEMEHT WJIH MTPHOOPETAIOT KAKHE-TO OIIUH.

Bce st cpeactBa uayT Ha moOJJepkKaHME M PAa3BUTHUE WIPHI, a TaKXKE Ha caMy O€30MacHOCTH:
COBEpIICHCTBYIOTCS CHUCTEMbl aBTOPU3AIMM, BBIITYCKAIOTCS HOBBIE mNaTuu (IupOBBIE 3aIllaTKH s
MIPOrpaMM), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOUT omacaTrhbcsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KpPa)KH TBOETO MapoJid,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMH OOJILIITMHCTBA UTD.

OcHOBHbBIE COBETHI 110 0€30IIACHOCTH TBOEI0 MTPOBOI0 AKKAYHTA!

1. Ecnu apyroit urpok BeneT ceds MmiIoXo WK co3/aeT Tebe HeMPUATHOCTH, 3a0JIOKUPYH €ro B CIIUCKE
UTPOKOB,;

2. oxanyiicst aIMUHUCTPATOPaM UTPHI HA IJIOXOE€ MMOBEACHHUE STOTO UTPOKA, KEJIATEIbHO MPUIOKUTh
KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPUHOB,;

3. He yxa3piBaii THYHYIO0 HHPOPMALIUIO B TIPOQaiiie Uurpsi;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycTanaBnuBaii HeopuIIMaIbHbBIE TATYU U MOJBI,

6. Mcnonb3yii Cll0KHbBIE U pa3HbIe N1apoJy;

7. Jlaxxe BO BpeMsI UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Ioka ThI Urpaeib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

@UIIMHT WK KPaKka JIMYHBIX JaHHBIX. OOBIYHON Kpakel IEHET U IOKYMEHTOB CETO/THS YK€ HUKOTO
HE yJIMBHIb, HO C Pa3BUTHEM HHTEPHET-TEXHOJOTUI 3JIOYMBILUIEHHUKH MEPEMECTHIIUCh B UHTEPHET, U
MPOJIOJKAIOT 3aHUMATHCS "TIOOUMBIM' JIEJTOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHHYECTBA WM (UIIMHT, TJaBHAs LEIb KOTOPOTO
COCTOHT B MOJYYEHUH KOH(PUACHINATIBHBIX JAaHHBIX MOJIb30BaTENEH - JIOTMHOB M naposeid. Ha anrnuiickom
s3bike phishing ynraercs kak gummar (0T fishing - peiOHas moBms, password - TapoJb).

OcHoBHbBIE cOBEThI 10 0opble ¢ GUITHHTOM:

1. Cnenn 3a cBouM akkayHToM. Ecim Thl mojo3peBaellb, YTO TBOsS aHKeTa Oblja B3JIOMaHa, TO
HE00XO0AMMO 3a0JIOKMPOBATH €€ U COOOIIUTH aJIMUHUCTPATOPaM pecypca 00 ITOM Kak MOXKHO CKOpee;

2. Ucnonb3yit 6e30nacHble BeO-CallThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U IOUCKOBBIX CUCTEM;

3. Uicnionb3yii ci0kKHbIE ¥ pa3Hble naposn. Takum 06pa3zoMm, eciin Teds B3I1OMArOT, TO 3710yMBIIUIEHHUKH
MI0JIy4aT AOCTYII TOJILKO K OJIHOMY TBOEMY MPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s1 B37110Mali, TO HE0OXO0AUMO MPEIYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOpPBIE JOOABIECHBI Y
TeOsI B ApPYy3bsAX, O TOM, YTO TeOs B3JIOMaJM U, BO3MOXHO, OT TBOEr0 UMEHM OyJIeT pacchUIaThCs cram U
CCBUIKM Ha (PUILIMHTOBBIE CANTHI,

5. YcranoBu HanexHsbli naposs (PIN) Ha MoOuIbHBIH TenedoH;

6. OTKJIIOYM COXpaHEHHUE Maposisi B Opaysepe;

7. He oTkpbiBaii (pailsibl 1 ApyTHUE BJIOKEHUS B MHUChbMaX, Ja)Xe €CJIM OHM MPUIILUIA OT TBOUX JIPy3eH.
Jlyurie yTOYHM y HUX, OTIIPABIISITN JIU OHU TeOe 3T (ailiibl.

Hudposas penyranus. [{udpposas pemyranus - 570 HeTaTUBHASI WU MMO3UTUBHAS HHGOPMAITUS B CETH
o tebe. Kommpomerupytomas wHboOpMmaIus, pa3MelieHHas B HHTEPHETE, MOXKET CepPhe3HBIM 00pazoM
OTpa3uThCs Ha TBOEH peanbHOU xu3HU. "L{udposas pemyranus" - 3T0 TBOK UMUK, KOTOPBIA GopMHpyeTCs
13 uHpOpMAINH O TeOe B MHTEPHETE.

TBoe MecTO JXKUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHUE, OCOOCHHOCTH XapaKTepa U paccKasbl O
OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICIIEHHO OTHOCATCS K yOIuKauy TuaHoi nnopmammu B IHTepHETE, HE
MOHUMasl BO3MOXHBIX MOCIHeACTBHA. Thl dake He CMOXeENb A0rajathcs O ToM, 4To (oTtorpadus,
pa3MelnieHHas 5 JieT Ha3al, cTala MPUYMHOM O0TKa3a MPUHATH Te0s Ha paboTy.

KomMmenTapuu, pazmernienue TBoux (otorpaduii v gpyrue JeiHCTBUS MOTYT HE UCUE3HYTH JaKe Mocie
TOT0, KaK Thl UX yJaluilb. Thl HE 3HAEIb, KTO COXPaHWJI 3Ty MH(OpPMAIIKIO, TIOTaja JIU OHA B MOMCKOBBIE
CUCTEMBI U COXPAHUJIACH JIU OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKPYKAIOIIHE JIF0/I1, KOTOPbIe HAWIYT U



yBUIAT 3T0. HaliTn nH(OpMmaIuio MHOTO JIET CITyCTs CMOYKET JTI000# - KaK U3 T0OPHIX OOYKICHHM, TaK U C
HaMEpEHHEM NPUYMHUTH BpeA. ITO MOXKET OBITh KTO YTOJTHO.

OcCHOBHbBIE COBETHI 110 3a1UTe NUGPOBOH PEeNnyTAIIHH

1. [Tomymaii, mpesx/ie 4eM 4To-To MyOIMKOBATh U MepeiaBaTh y ceds B OJ0Te WM B COIMATBHON CETH,

2. B HacTpoiikax nmpoduiis yCTaHOBH OTpaHUYEHUS HA TPOCMOTP TBOETO PO U €r0 COACPKUMOTO,
caenai ero Toabko " apy3en”;

3. He pa3memaii u He yka3biBail ”HGOPMAIUIO, KOTOPAst MOXKET KOT0-TH00 OCKOPOIISATH WM 00MKATh.

ABTOpckoe nmpaBo. COBpeMEHHBIE IIKOJILHUKH - AKTUBHBIC MOJIH30BATENN IU(POBOTO MPOCTPAHCTBA.
Opnako najgexko He BCE 3HAIOT, YTO MOJb30BAaHME MHOTUMHU BO3MOXKHOCTSIMH IU(GPOBOro Mupa Tpedyer
COOJTFOICHUS TTPaB HA MHTEJUIEKTYIbHYO0 COOCTBEHHOCTb.

Tepmun "uHTeNmIEKTyaabHasi COOCTBEHHOCTh" OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM UYEJIOBEUYECKOIO
yMa, HaulHasi ¢ HOBBIX M300pETeHUN U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U
3aKaHYMBast KHUTaMu, pororpadusiMu, KHHOPHUIEMaMU U MY3bIKaJIbHBIMH ITPOU3BEICHUSMU.

ABTOpCKHE TMpaBa - 3TO MpaBa Ha HHTEIUIEKTyaJlbHYl0 COOCTBEHHOCTh Ha MPOM3BEJICHUS HAYKH,
JTUTEpaTyphl U UCKyCCTBA. ABTOPCKHME TIpaBa BBICTYNAIOT B KayeCTBE TapaHTUHW TOrO, HYTO
MHTEJUIEKTYalIbHBIN/TBOPUECKUI TPyl aBTOpa He OyAeT HallpacHbIM, 1aCT €My CIpaBeJIMBbIE BO3MOKHOCTH
3apaboTaTh Ha pe3yJibTaTaX CBOETO TPYJa, MOJYYUTh M3BECTHOCTh M TMpu3HaHHWE. HukTO 0e3 paspeuieHus
aBTOpa HE MOXET BOCIPOMU3BOAUTH €ro MPOU3BEIECHUE, PACHPOCTPAHATH, MyOIUYHO JAEMOHCTPUPOBATH,
PoOJIaBaTh, IMIIOPTUPOBATH, ITyCKATh B MPOKAT, ITyOJIWIHO UCTIOIHSTH, TOKA3bIBATH/UCIIOJHATE B d3PUPE WITH
pa3Meniath B IHTepHeTe.

Ucnons3zoBanue "mupaTckoro” mporpaMMHOTO 00ecrieueHus: MOKET PUBECTH K MHOTUM PHUCKaM: OT
MOTepU JTAHHBIX K TBOUM aKKayHTaM JIO OJIOKHMPOBKH TBOETO YCTPOWCTBA, IJIC YCTAHOBJICHA HEJICTaIbHAS
nporpamMmMa. He cTout Taxke 3a0bIBaTh, 4TO CYIIECTBYIOT JIerajibHbIE U OECIUIaTHBIE TPOrPAMMBbI, KOTOPHIE
MOYKHO HaWTH B CETH.



